Sunshine Wraparound Club 12 Confidentiality		
[bookmark: _GoBack]Privacy and confidentiality policy and procedure 
	Additional guidance:
Look at NMS 6 outcome: parents are kept fully involved in and informed about their child’s activities, achievements and progress
Look at: 
· NMS 5.5 - says records about individual children must be retained for a period of at least three years after the last date on which the children attended. The requirements of a registered person’s insurance may require records to be retained for longer; usually accident records must be kept for 21 years – it is your responsibility to check with your own insurers
· NMS 5.6 - says that records about individual children are kept secure and confidential and are always available for inspection by CSSIW at their request
· NMS 6.6 which requires a confidentiality policy. It is also required in an application for registration with CSSIW
· The Information Commissioner’s Office for guidance about the Data Protection Act 1998 and check if the way you keep information about children requires you to register: https://ico.org.uk/for-organisations/guide-to-data-protection/ 
Reg 30 (1) (a); (b); (c)
People who use your service (parents and employees) have a right to know what information you keep about them; why you keep it; where you keep it; how long you keep it and how you destroy it when it is no longer needed. 



Suggested template:
(Name of provisionSunshine Wraparound Club)’s work with children and families involves being aware of, recording and keeping sensitive and confidential information. This policy applies to all staff, volunteers and , students and (management/committee members).
It is the policy of (name of provision)  Sunshine Wraparound club to ensure that all who use and work in the provision can do so with confidence.  
We respect the need for confidentiality by: 
· Designating the (registered person/responsible individual/committee officer/person in charge (Rhian Jenkins/ Eve Dewson) /communications officer) as the lead person for information/communications sharing 

· Ensuring that parents have access to any files and records about their own children but do not have access to information about any other children

· Arranging to share information with parents who request it, in private 

· Ensuring that issues to do with the employment of staff, volunteers and students, whether paid or unpaid, remain confidential to the people directly involved with making personnel decisions

· Enabling staff, volunteers and students to have access to their own files and records, but not to information about any other member of staff, volunteer or student 

· Ensuring that staff, volunteers and students do not discuss concerns about individual staff members with anyone other than their delegated manager (or that person’s delegated manager) 

· Ensuring that staff, volunteers and students sign that they have read, accept and implement this privacy and confidentiality policy at their induction

· Keeping all documents/forms and electronic data containing personal information securely in line with the Data Protection Act 1998 (this also applies to transporting personal information from place to place) and GDPR. 
(State where you keep information you hold and how it is kept secure)Children’s files are kept in a locked filing cabinet in the childcare manager’s office. Storage of Archived information is retained in a locked filing cabinet in the Children’s Centre /Clwyd school dependent on age of archive. Archived files are then scanned and up loaded to childs electronic sims record and the paper file is shredded
· 
· Electronic data is held only on the computer and laptop located within the childcare manager’s office. These are installed and maintained by the councils It dept. 
· Transportation of any paperwork is kept to a minimum and only held by the childcare manager or senior ie attendance of meetings re child. 
· Electronic data is only emailed thought he secure council email system or through their encryption service.

· Registering with the Information Commissioner’s Office regarding the information held on children in our care on any electronic device (computer, mobile phone, USB flash drive/memory stick, digital camera, memory card, and so on) OR being aware of the Information Commissioner’s Office regarding the information held on children in our care and ensuring we do not need to register

· Ensuring that confidential information is shared with other agencies only by the (name of provision)Sunshine Wraparound Club’s delegated person who has the authority to do so. In these circumstances the parents’ consent is obtained (except in cases where this may place a child at risk)

· Making available personal data to CSSIW as required by day care regulations

· Keeping records of concerns/information relating to children’s safeguarding confidential and in line with (name of provision)Sunshine Wraparound Club ’s child protection policy and the All Wales Child Protection Procedures

· Taking seriously any breach of confidentiality at (name of provision).Sunshine Wraparound Club  This is considered as gross misconduct that can lead to disciplinary action and dismissal 

· Following statutory regulations regarding the period of storing information (for example: company law, insurance company, CSSIW, Data Protection Act 1998, charity law and local authority). We keep personal information for at least three years after the last date on which the child attended and accident records for at least 21 years. (Adapt as needed – check with your insurers)

· Disposing of any information (that can be disposed of) responsibly, by shredding or burning.

· Ensuring any computer or electronic device holding personal data is wiped before it is passed onto a third party

· Ensuring that any computer or electronic device that has shared use (for example in a committee member’s family) has a system of password protection (as a minimum) for any stored personal information

· Obtaining parents’ consents before using cameras, or video recording equipment with their children. 

· Informing Parents about Confidentiality 

• We inform parents/carers of our procedures and safeguards concerning confidentiality in our Registration Documentation,and statement of purpose
• We advise parents of the importance of confidentiality and in the events like sports day, open days and Christmas performances where photos are taken that these are not posted on any social networking sites etc.
•The following is shared with parents in their home visit pack and discussed verbally at the home visit
· 


· 


· Social Networking 
• Staff/students/volunteers are required to sign an agreement regarding ‘Social Networking Sites’. This states that staff are not allowed to have parents as ‘Friends’ on any Social Networking Site or within any public domain. There is however, some allowance given if the parent is a family member or a very long-standing family friend. We require staff to be mindful of preserving the reputation of the setting at all times whether you are discussing person’s opinions, health related issues, conflicts or other work related area. 
• Staff are not permitted to have their mobile phones in the children’s play areas during child care sessions. They are permitted to use their phone during their lunch break and after sessions. 
· Record Retention
· This is subject to the laws relating to data protection and document retention(for example: company law, insurance company, CIW, Data Protection Act 1998, charity law and local authority). 
· We are required under legislation to keep certain records about children, parents and staff members. Due to this legislation, we are required to keep this information for a set amount of time. Below is a brief overview of the information we keep and for how long. This policy should be used in conjunction with city and county of Swansea Data Protection and Confidentiality and the Privacy Notice.
· Outline retention guidance as below see corporate records retention schedule for detail.
	Children’s files
	Retention Schedule
	Comments/Rationale

	Attendance records
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	Home visit record/Registration Pack/All about me/ 
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	continuation sheets
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	observations
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	Termly Reports
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	Developmental assessments (FPP, Wellcomm, Tracker etc)
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	Transition documentation (first 4 pages)
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980

	*copies of health information 
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	*treat as per the rest of the record for retention purposes but do the full ‘health record’ procedure if access is requested i.e. health professional decides on disclosure

	accident forms
	Recommendation - Until the child reaches the age of 21 - or until the child reaches the age of 24 for child protection records 
	Limitation Act 1980 Normal limitation rules (which mean that an individual can claim for negligently caused personal injury up to 3 years after, or deliberately caused personal injury up to 6 years after the event) are postponed until a child reaches 18 years of age

	Other records, which may contain personal information or images of children or families
	Keep photographic/video/audiovisual permissions given by parents on behalf of children for 21 years and six months
	Limitation Act 1980

	Safeguarding and welfare records
	Requirement - Until the child reaches age 25 years, or for Looked After Children 75 years
	Limitation Act 1980

	Planning records
	Kept for 3 years so they are available for Ciw insection
	

	Personnel files and training records
	See schedule but in guidance 7 years after termination of contract.
	Follow city and county Swansea corporate  records retention schedule
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